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Cybersecurity for Senior 
Citizens
Older adults are often targeted by cybercriminals due to their accumulated 

wealth, trusting nature, and potential unfamiliarity with evolving 

technologies. Protecting seniors online requires a combination of technical 

safeguards, awareness, and open communication.

This presentation will explore why seniors are vulnerable, common scams 

targeting them, and practical cybersecurity measures they can implement 

to stay safe in the digital world.

by Victor A. Som
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Why Seniors Are Targeted
Accumulated Wealth
Seniors often have savings, good credit, and may own homes, making them 
attractive financial targets.

Trusting Nature
Many seniors grew up in a less skeptical era and may be more inclined to 
trust unsolicited communications.

Less Familiarity with Technology
While many seniors are tech-savvy, some may not be as familiar with the 
latest online threats and digital security practices.

Reluctance to Report
Victims may feel embarrassed or ashamed, or fear that reporting will lead to 
family members questioning their ability to manage their own affairs.
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Common Online Scams Targeting Seniors

Phishing Scams

Emails, texts, or calls pretending to be 

from legitimate organizations to trick 

seniors into revealing personal or 

financial information.

Grandparent Scams

Scammers pose as a grandchild in 

distress, claiming an urgent financial 

need and asking for money, often via 

wire transfer or gift cards.

Romance Scams

Criminals create fake online personas, 

build emotional relationships, and then 

ask for money for fabricated 

emergencies or travel.
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More Scams to Watch For
Tech Support Scams

Pop-up messages or calls warning of a 

"virus" and directing seniors to call a 

fake support number to gain remote 

access or charge for unnecessary 

services.

Sweepstakes/Lottery 
Scams
Seniors are told they've won a prize 

but must pay an "upfront fee" before 

they can claim winnings that never 

materialize.

Government Impersonation
Scammers pretend to be from the IRS, 

Social Security, or Medicare, 

threatening arrest or loss of benefits if 

immediate payment isn't provided.

Investment Scams
Fraudsters promote fake investment 

opportunities, often involving 

cryptocurrency, promising high 

returns with low risk.
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Password Security & Authentication

Create Strong Passwords

Use long, unique, and complex passwords for all online accounts

Use Password Managers

Consider using a reputable password manager to securely store and generate 

passwords

Enable Multi-Factor Authentication

Add an essential layer of security on all accounts that offer it 

(email, banking, social media)

Strong password practices are your first line of defense against unauthorized access. By combining these three approaches, you 

significantly reduce the risk of account compromise even if one security measure fails.
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Protecting Personal Information
Be Skeptical of Unsolicited Communications
Think before you act on urgent requests. Verify identity using official phone numbers from 
trusted sources, not from the suspicious communication.

Avoid Clicking Suspicious Links
Never click on suspicious links or open unexpected attachments in emails or texts, even if they 
seem to be from a known contact.

Limit Personal Information Sharing
Be cautious about how much personal information is shared online. Review and adjust privacy 
settings on social media platforms.

Shred Sensitive Documents
Physically shred documents containing personal information before discarding them.
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Device and Financial Security

Keep Devices Updated
Enable automatic updates for 

operating systems, web browsers, 

and all applications. These updates 

often include critical security 

patches.

Install and maintain reputable 

antivirus and anti-malware software 

on all computers and devices.

Secure Your Wi-Fi
Ensure your home Wi-Fi network is 

password-protected with strong 

encryption (WPA2/WPA3) and 

change the default router password.

Avoid conducting sensitive 

transactions on public Wi-Fi networks 

where data can be more easily 

intercepted.

Practice Financial 
Vigilance
Regularly review bank statements, 

credit card statements, and credit 

reports for suspicious activity.

Use credit cards for online purchases 

as they generally offer better fraud 

protection than debit cards.

Be highly suspicious of requests for 

payment via gift cards, wire transfers, 

or cryptocurrency.
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Seeking Help and Reporting Scams
Talk to Trusted Family or Friends
Discuss any suspicious communications or online interactions with someone you trust. Remember that scams can happen to anyone, and there's no shame in 
seeking help.

Report Incidents
FBI's Internet Crime Complaint Center: ic3.gov

Federal Trade Commission: ReportFraud.ftc.gov

National Elder Fraud Hotline: 833-FRAUD-11 (833-372-8311)

Contact Financial Institutions
Immediately contact your bank or credit card company if you suspect your financial information has been compromised.
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Victor A Som
Email: victor@syscorman.com
Phone: 1 424 283 1620

https://www.linkedin.com/in/victorasom/
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